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ANMURALNYINUADNAILADT W.F. bEEo ITHDINIUNNTOLITUAUIILTITN FUFIU ROUEIH
ANUNBAILA AN BVBITEUURIIRWLNG (Information Security) Lm:msﬂqaﬁﬂﬁﬂgmma

AaNAILABS (Computer Forensics) LanLaNTtHh adaa LUl

o. ﬂﬁnﬁmiwﬁmigﬁumna (International Standard Courses)
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Ifﬂgg‘mmsl (Law Enforcement)

819U \amnangas (NaLee)

Compulsory Course

ngraNpINGIIMINTEIaNuRaNgINUAaNRIaeT

0. | NYRNIYBIYIAZITANINTU AN YINLNLITRINUMNINIIANNRANLINY
AaudILa3
m. | sduuumInszinanuiauaznItidAnm (Case Studies)
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MUNEIN  ANNIUAILREAABYBITTUURNTRUNG (Information Security)

. Lﬁam‘mé’ﬂqmmﬂﬁ'@ﬁuéﬁﬂ%'uwﬁfmmﬁmﬁﬁﬁ

aNAY Lf':amﬂé'ngm (Masay)
Compulsory Course
®. General security concepts
. Security Architecture
an. Access Controls
<. Applications Security
&. Operation Security
B, Security Management
e Cryptography
. Physical Security
. Telecommunications and Network Security
®0. Business Continuity Planning
90. Law, Investigations, and Ethics

2. BANFATANNIUAILIAN HVBI UL IRUNATUFS (Advanced

Information Security Course) §iuwinNw N erlTemydumeadia

fau Lﬁamvxé'ﬂqm (ANMNTIUIYLANITN)

®. Audit and Monitoring
lo. Risk, Response and Recovery
en. Malicious Code Analysis

<. Vulnerabilities Assessment & Penetration Testing
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ANWNE mi‘wgawﬁa NN NIABNNILABDT (Computer Forensics)

ﬂ.mmiﬁmm‘sﬂqaﬁ%é’ﬂgmmaﬂauﬁam a3 (Computer Forensics)

819U L‘ﬁfam%é'ﬂqm (NMatlay)
Compulsory Course
®. The needs for Computer Forensics
. Principles of Computer Forensics and Digital/Electronic Evidence
an. Crime scene, Digital/Electronic Evidence and Chain of Custody
<. Capturing the Data Image and Volatile Data
&. Extracting Information from Captured Data
B, Breaking Password and Encryption
e Using Computer Forensics Tools
. Investigation and Interrogation
. Digital/Electronic Evidence Analysis and Synthesis
®0. Testify in Court, Admissibility requirements
90. Different between Computer Forensics and Network/Intemet Forensics
olk. Network/Internet Forensics
@m Using Network/Internet Forensics Tools

PAMMTITYLRIZNIUMIRFIURINgIUNInaNAILAD T

(Professional Computer Forensics e Certified Forensic Computer Examiner (CFCE))

E:i']@TfLI L‘faﬂﬁﬂgﬂQ@]i (ﬂ’)’]&l"ﬁ’]u’]t].le%WWL’Vl’]\‘])
Using Computer Forensic Tools 1%% Encase, Forensics Toolkits, ILook
. Using Network / Internet Forensic Tools 1%% Encase Field Intelligence Model
(FIM)
. Wireless Forensic Tools 114 Netstumbler, Kismet, Aircrack
<. Using Handheld Forensics Tools (Cell & PDA) Paraben, MobilEdit, Vogon
&. Cryptology laun Cryptography LLaz Cryptanalysis
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Ifﬂg‘ﬂm&l (Law Enforcement)

819U L‘ﬁfam%é'ﬂqm (NMAtay)
Compulsory Course
®. ﬂg‘mmmfﬁéhﬂmimzﬁﬁmmﬂmﬁmﬁmauﬁama%
. ﬂgmnﬂmrywLLazﬁfﬁ'ﬁmimﬁmmmtyﬁﬁLﬁmiaaﬁ'umim:v‘hmmﬁmﬁmﬁu
AaNAILABS
m. | sduuumInszinanuiauaznItidnm (Case Studies)
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aunan  mMIRgaInangIunInauiamas (Computer Forensics)

SRty Lﬁam%é'ﬂgmmﬂﬁ'aﬁu

Compulsory Course

®. The needs for Computer Forensics

. Principles of Computer Forensics and Digital/Electronic Evidence
an. Crime scene, Digital/Electronic Evidence and Chain of Custody
<. Capturing the Data Image and Volatile Data

&. Extracting Information from Captured Data

B, Breaking Password and Encryption

e Using Computer Forensics Tools

. Investigation and Interrogation

. Digital/Electronic Evidence Analysis and Synthesis

®0. Testify in Court, Admissibility requirements
90. Different between Computer Forensics and Network/Internet Forensics

ola. Network/Internet Forensics

@am. Using Network/Internet Forensics Tools




